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Washington, DC 20505. The commercial 
(non-secure) telephone is (703) 874–4117; 
the classified (secure) telephone for 
voice and facsimile is (703) 874–5829. 

§ 1802.4 Suggestions and complaints. 
NACIC welcomes suggestions or com-

plaints with regard to its administra-
tion of the Executive Order. Letters of 
suggestion or complaint should iden-
tify the specific purpose and the issues 
for consideration. NACIC will respond 
to all substantive communications and 
take such actions as determined fea-
sible and appropriate. 

Subpart B—Filing Of Challenges 
§ 1802.11 Prerequisites. 

Prior to reliance on this part, au-
thorized holders are required to first 
exhaust such established administra-
tive procedures for the review of classi-
fied information. Further information 
on these procedures is available from 
the point of contact, § 1802.3. 

§ 1802.12 Requirements as to form. 
The challenge shall include identi-

fication of the challenger by full name 
and title of position, verification of se-
curity clearance or other basis of au-
thority, and an identification of the 
documents or portions of documents or 
information at issue. The challenge 
shall also, in detailed and factual 
terms, identify and describe the rea-
sons why it is believed that the infor-
mation is not protected by one or more 
of the § 1.5 provisions, that the release 
of the information would not cause 
damage to the national security, or 
that the information should be declas-
sified due to the passage of time. The 
challenge must be properly classified; 
in this regard, until the challenge is 
decided, the authorized holder must 
treat the challenge, the information 
being challenged, and any related or 
explanatory information as classified 
at the same level as the current classi-
fication of the information in dispute. 

§ 1802.13 Identification of material at 
issue. 

Authorized holders shall append the 
documents at issue and clearly mark 
those portions subject to the challenge. 
If information not in documentary 

form is in issue, the challenge shall 
state so clearly and present or other-
wise refer with specificity to that in-
formation in the body of the challenge. 

§ 1802.14 Transmission. 
Authorized holders must direct chal-

lenge requests to NACIC as specified in 
§ 1802.3. The classified nature of the 
challenge, as well as the appended doc-
uments, require that the holder trans-
mit same in full accordance with estab-
lished security procedures. In general, 
registered U.S. mail is approved for SE-
CRET, non-compartmented material; 
higher classifications require use of ap-
proved Top Secret facsimile machines 
or NACIC-approved couriers. Further 
information is available from NACIC as 
well as corporate or other federal agen-
cy security departments. 

Subpart C—Action On Challenges 
§ 1802.21 Receipt, recording, and 

tasking. 
The Coordinator shall within ten (10) 

days record each challenge received 
under this part, acknowledge receipt to 
the authorized holder, and task the 
originator and other interested parties. 
Additional taskings, as required during 
the review process, shall be accom-
plished within five (5) days of notifica-
tion. 

§ 1802.22 Challenges barred by res ju-
dicata. 

The Coordinator shall respond on be-
half of the Director, NACIC and deny 
any challenge where the information in 
question has been the subject of a clas-
sification review within the previous 
two (2) years or is the subject of pend-
ing litigation in the federal courts. 

§ 1802.23 Response by originator(s) 
and/or any interested party. 

(a) In general. The originator of the 
classified information (document) is a 
required party to any challenge; other 
interested parties may become in-
volved through the request of the Di-
rector, NACIC or the originator when 
it is determined that some or all of the 
information is also within their official 
cognizance. 

(b) Determination. These parties shall 
respond in writing to the Director, 

VerDate Aug<31>2005 20:40 Aug 07, 2008 Jkt 214128 PO 00000 Frm 00432 Fmt 8010 Sfmt 8010 Y:\SGML\214128.XXX 214128m
st

oc
ks

til
l o

n 
P

R
O

D
1P

C
66

 w
ith

 C
F

R



423 

National Counterintelligence Center Pt. 1803 

NACIC with a mandatory unclassified 
finding, to the greatest extent possible, 
and an optional classified addendum. 
This finding shall agree to a declas-
sification or, in specific and factual 
terms, explain the basis for continued 
classification including identification 
of the category of information, the 
harm to national security which could 
be expected to result from disclosure, 
and, if older than ten (10) years, the 
basis for the extension of classification 
time under §§ 1.6 and 3.4 of this Order. 
These parties shall also provide a 
statement as to whether or not there is 
any other statutory, common law, or 
Constitutional basis for withholding as 
required by § 6.1(c) of this Order. 

(c) Time. The determination(s) shall 
be provided on a first in, first out basis 
with respect to all challenges pending 
under this section and shall be accom-
plished expeditiously taking into ac-
count the requirements of the author-
ized holder as well as the business re-
quirements of the originator including 
their responsibilities under the Free-
dom of Information Act, the Privacy 
Act, or the mandatory declassification 
review provisions of this Order. 

§ 1802.24 Designation of authority to 
hear challenges. 

The Director, NACIC is the NACIC 
authority to hear and decide challenges 
under this part. 

§ 1802.25 Action on challenge. 
Action by Coordinator. The Coordi-

nator shall provide a summation 
memorandum for consideration of the 
Director, NACIC; the complete package 
consisting of the challenge, the infor-
mation at issue, and the findings of the 
originator and interested parties shall 
also be provided. The Director, NACIC 
shall personally decide each case; no 
personal appearances shall be per-
mitted without the express permission 
of the Director, NACIC. 

§ 1802.26 Notification of decision and 
prohibition on adverse action. 

The Coordinator shall communicate 
the decision of NACIC to the author-
ized holder, the originator, and other 
interested parties within ten (10) days 
of the decision by the Coordinator. 
That correspondence shall include a 

notice that no adverse action or ret-
ribution can be taken in regard to the 
challenge and that an appeal of the de-
cision may be made to the Interagency 
Security Classification Appeals Panel 
(ISCAP) established pursuant to § 5.4 of 
this Order. 

Subpart D—Right of Appeal 

§ 1802.31 Right of appeal. 

A right of appeal is available to the 
ISCAP established pursuant to § 5.4 of 
this Order. Action by that body will be 
the subject of rules to be promulgated 
by the Information Security Oversight 
Office (ISOO). 
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MATION PURSUANT TO SECTION 
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